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ABSTRACT 

The telematic procedures that are developed in collaborative environments are nowadays daily processes in crescendo. Its execution implies the transfer of personal data, which is stored by the organizations involved, without, in most cases, the users of these services and platforms being able to control the processing and the uses made of them. In this context, the intention of this study is to investigate the perceptions of Spanish citizens of legal age regarding the management of their personal data in cyberspace and its relationship with big data. Likewise, it is intended to know how two personal variables influence these attitudes: gender and age, in order to determine if there is a gap between men and women, and between users of two population generations: Millennials and Generation X. The data was collected using a scale consisting of 20 items and administered to a sample of 344 people. On the other hand, the tests to analyze this information were a descriptive study and a dependency analysis, which has made it possible to detect discrepancies in the results based on age. The results conclude that users show meager knowledge about the concept and operation of big data; and they express, on the one hand, their interest in knowing how their data is used and, on the other, their concern that they may be involved in problems related to their security and the commission of cybercrimes.
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RESUMEN

Las gestiones telemáticas que se desarrollan en entornos colaborativos constituyen hoy en día procesos cotidianos in crescendo. Su ejecución implica la cesión de datos personales, que son almacenados por los organismos implicados, sin que, en la mayoría de los casos, los usuarios de estos servicios y plataformas puedan controlar el procesamiento y los usos que se hace de los mismos. En este contexto, la intención del presente estudio es indagar en las percepciones de la ciudadanía española mayor de edad en torno a la gestión de sus datos personales en el ciberespacio y su correlación con el big data. Igualmente, se pretende conocer cómo influyen en estas actitudes dos variables personales: el género y la edad, con objeto de determinar si existe una brecha entre hombres y mujeres, y entre los usuarios de dos generaciones poblacionales: los Millennials y la Generación X. Los datos fueron recabados mediante una escala que consta de 20 ítems y que se administró a una muestra integrada por 344 personas. Por su parte, las pruebas para analizar esta información fueron un estudio descriptivo y un análisis de dependencia, que han permitido detectar discrepancias en los resultados en función de la edad. Los resultados concluyen que los usuarios demuestran un conocimiento exiguo sobre el concepto y el funcionamiento del big data; y manifiestan, por un lado, su interés por saber cómo se emplean sus datos y, por otro, su preocupación por verse implicados en problemas relacionados con su seguridad y con la comisión de ciberdelitos.
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INTRODUCTION

The global village that the world has become experiences high connectivity among people, and this activity results in a vast amount of information that circulates permanently through numerous channels. It is estimated that the planetary volume of this data will increase by 530% by 2025 compared to 2018, and it is a crucial factor in digital transformation (European Commission, 2020).

This productivity has led to the existence of massive data that requires systematic management, a process that has given rise to the concept known as big data, data intelligence, or macrodata. Laney (2001) was one of the first authors to refer to this phenomenon, which he defines as information assets with a large volume, variety, and velocity that require innovative and cost-effective ways of processing information in order to enhance knowledge and decision-making. In turn, this conglomerate of content with personal user information, expressed through different formats, originating from diverse sources, circulating and generating at high speed, becomes an opportunity for organizations to discover hidden business patterns, consumer preferences, and market trends.

Soto (2017) points out that, in many cases, little or nothing is known about the subsequent uses and treatment of data in cyberspace by external companies that buy or rent such data for unauthorized purposes from their owners, thus violating fundamental rights such as privacy, confidentiality, and autonomy.

At this point, it is necessary to question to what extent citizens are aware of the destination and employability of the data they have voluntarily provided and how they self-protect their right to privacy on the Internet. Taking this research problem as a reference, the study hypotheses are proposed: h1) Despite the information available to them, users lack the necessary knowledge and do not pay enough attention to the transfer of their data in cyberspace; h2) There are differences in the citizens' perception of big data, the management of their personal data on the Internet, and their privacy based on the gender variable; h3) There are differences in this citizens' perception based on the age variable, so that the generation to which individuals belong, Millennials or Generation X, conditions their attitudes and behaviors.


Privacy and Personal Data Management on the Internet

Privacy, according to the Royal Spanish Academy (n.d.), is the "sphere of private life that one has the right to protect from any intrusion." If we extend this concept to digital reality, in addition to being any key content, in textual or audiovisual format, that allows identifying or tracking a person, personal data linked to an individual's privacy also includes information that allows tracking their behavior on the Internet. Therefore, the General Data Protection Regulation (European Parliament, 2018) also interprets as personal data other elements such as cookies, mobile phone identifiers, or IP addresses, and warns about those that are especially sensitive, such as religion or those related to medical history.

According to González (2015), the use of technology can generate damages to people's privacy that are very difficult or impossible to repair, either due to not taking the necessary precautions or through malicious actions by third parties. In this context, two fundamental factors come into play: on one hand, the knowledge and common sense of the user; and on the other hand, the Law. Regarding the legal framework, digital privacy in Spain is regulated by the Organic Law 3/2018, of December 5, on the Protection of Personal Data and Guarantee of Digital Rights (LOPDGDD) (2018), which adapts the General Data Protection Regulation (GDPR) that applies at the European level to Spanish legislation.

Meraz-Espinoza (2018) points out that in the context of the Internet, privacy means informational autonomy, understood as the right of individuals to decide what personal information will be disclosed, to whom, and for what purposes, with the intention of having control over this data and protecting themselves from external threats, including doxing, phishing, and identity theft.

Faced with these dangers, authors and organizations (Spanish Data Protection Agency, 2018; Suras, 2020; Zúñiga-Becerra, 2018) propose strategies aimed at safeguarding privacy and protecting the personal data we handle when operating in cyberspace. Some of them are as follows: properly configure the privacy settings of digital applications; avoid sharing passwords and sensitive information on social networks; protect the digital footprint; create strong and different passwords for each network or system; install antivirus software; do not accept or block suspicious users; and read the terms and conditions of use before accessing an online platform (Figure 1).

Figure 1

Risks and Privacy Protection Strategies on the Internet.



Source: Author's own work.

Regarding big data, Escobar and Mercado (2019) consider that the globalization of information and mobile connection systems has accelerated and facilitated a massive and daily transmission of digital information. These data are incorporated into technological platforms, favoring and streamlining various everyday processes in diverse fields such as finance, education, and healthcare. Moreover, they represent an advancement for society and have improved living conditions. Examples of this include GPS devices or the tool Google Maps, as well as smart energy supply in cities, public safety, and personalized advertising with more accurate recommendations.

The described situation has led to the need to optimize storage models and the processing of this information. Both realities converge in the phenomenon known as big data, a concept linked to the technologies used in managing massive volumes of data derived from various sources and generated rapidly (Hernández-Leal et al., 2017). The term big data refers to the constant collection, analysis, and accumulation of large amounts of data, including personal data, from different sources and subject to automated processing using computer algorithms and advanced processing techniques. This includes both stored and continuously transmitted data, with the aim of generating correlations, trends, and patterns (European Parliament, 2017).




OBJECTIVES

It is of interest to investigate the perceptions of adult internet users regarding the management of their personal data in cyberspace and, in correlation with this topic, their knowledge about the concept and functioning of big data. For this purpose, the following objectives are proposed in this research: a) Determine the opinions of a sample of the Spanish population on issues such as privacy on the Internet, the handling of their personal information by third parties, and the role that big data plays in this reality, b) Determine how two personal variables, gender and age (specifically, two age groups corresponding to two generations: Millennials and Generation X), influence these perceptions, c) Understand the relationship between these variables and the users' perceptions to establish, if possible, an explanatory link between them.



METHODOLOGY

The study follows a descriptive methodology with a quantitative approach, where data was collected through a self-developed measurement instrument: a semi-structured questionnaire. This questionnaire consists of 20 items with dichotomous (yes or no), multiple-choice, open-ended, and value-scale responses. The value scale ranges from 1, meaning "Not at all in agreement (NA)," to 4, meaning "Completely in agreement (TA)." The questions have been categorized into two thematic blocks for the analysis of the results: 'Privacy and Management of Personal Data on the Internet' (items 01 to 14) and 'Knowledge of Big Data' (items 15 to 20).

In addition to this, there is a section related to the personal data of the research participants, corresponding to the studied variables: gender and age. Specifically, two age groups are considered, ranging from 19 to 39 years old and from 40 to 56 years old, which represent the differences between two generations, Millennials, and Generation X, respectively (Rubio-Laborda et al., 2021). The intention is to conduct a comparative study between these two generations, as they access the internet differently, both in terms of usage patterns and the quantity and frequency of use. Millennials are individuals who were born into the digital society, and they have been educated and working with communication technologies from the beginning, incorporating them into their daily tasks and projects. On the other hand, Generation X had to adapt to the digital revolution. With respect to these groups, the study is of a non-experimental type, as variables are not deliberately manipulated, no specific situation is constructed, the independent variables have already occurred and their effects are not altered, as they have already happened (Hernández-Sampieri et al., 2006).

The sample consists of 344 individuals, all adults, residing in Spain, who are regular internet users. The sample includes both men (47.1%) and women (52.6%), and their ages range from 19 to 56 years old. Regarding the age variable, the described sample has a nearly equal representation of subjects belonging to Generation X and Millennials, each accounting for about 50% of the total.

The data analysis was performed using the SPSS software, and two types of tests were conducted: a descriptive study at the item level with frequencies and percentages, and a dependence analysis using the calculation of Pearson's chi-square correlation coefficient (X2). The purpose of the chi-square test was to determine if the differences obtained by the studied groups based on the variables are statistically significant. When the significance level (p) is equal to or less than 0.05, the variable is considered significant, leading to the rejection of the null hypothesis and indicating that there are differences between the groups in that particular variable.

The fieldwork was conducted during the year 2022. To carry it out, the questionnaire was designed in digital format using Google Forms and was distributed through various channels: email, the social media platform Instagram, and a QR code (Figure 2) that was shared through a TikTok channel.

Figure 2

Questionnaire access QR code.



Source: Author's own work.

Before its administration, a pretest of the scale was conducted with the participation of seven anonymous users. Their feedback helped to improve the instrument. Some of their comments were as follows: changing the order of questions 4 and 5 (previously in positions 11 and 12), adding response options 'to conduct a survey' and 'to participate in a giveaway' to item 14 ('Occasions when I have provided false information'), and replacing the dichotomous response (yes or no), which is more polarized, with a value-scale in question 15: 'I know how big data works.'



RESULTS 

In this section, we proceed to present the results of the study, which address the pursued objectives, based on the two dimensions studied: 'Privacy and Management of Personal Data on the Internet' and 'Knowledge of Big Data'. In relation to the first dimension (Tables 1.A and 1.B), almost all individuals in the sample (95.9%) use the internet to a considerable or significant extent (item 1), and this usage requirement or factor has facilitated their active and effective participation in the study. The dependence analysis reveals significant differences in responses based on the age variable. Specifically, younger individuals or Millennials (X2 = 15.11, p = 0.002) make greater use of the internet (90.7% marked the response option 'Completely in agreement') compared to those belonging to Generation X (77.3%).

Table 1.A

Results of the study in the dimension of Privacy and Management of Personal Data on the Internet.












	Response options.
	Total
	Age
	Gender



	Millennials
	Generation X
	Man
	Woman





	I use the Internet.



	Not at all in agreement
	0,6%
	0,0%
	1,2%
	0,0%
	1,1%



	Slightly in agreement
	3,5%
	0,6%
	6,4%
	1,8%
	5,0%



	Fairly in agreement
	11,9%
	8,7%
	15,1%
	12,9%
	11,0%



	Completely in agreement
	84,0%
	90,7%
	77,3%
	85,3%
	82,9%



	Regarding my personal data on the Internet and the sharing of this information with others.



	I provide my data in some circumstances.
	38,1%
	37,2%
	39,0%
	36,2%
	39,8%



	I am indifferent about sharing my personal data.
	14,5%
	26,2%
	2,9%
	16,0%
	13,3%



	I do not share my data with others.
	36,9%
	19,8%
	54,1%
	41,1%
	33,1%



	I have never thought about this issue.
	10,5%
	16,9%
	4,1%
	6,7%
	13,8%



	I am willing to share my data in exchange for:



	Promotions and free products
	37,8%
	45,3%
	30,2%
	39,3%
	36,5%



	Free samples
	32,0%
	34,3%
	29,7%
	32,5%
	31,5%



	Discount vouchers
	35,2%
	35,5%
	34,9%
	35,6%
	34,8%



	Participating in raffles/draws
	31,7%
	31,4%
	32,0%
	35,0%
	28,7%



	Obtaining a subscription
	29,1%
	31,4%
	26,7%
	30,7%
	27,6%



	Never, I am not willing to share my data
	39,8%
	32,6%
	47,1%
	38,0%
	41,4%



	Other
	3,8%
	4,1%
	3,5%
	3,1%
	4,4%



	What data would you be willing to share with third parties in exchange for compensation?



	None
	24,7%
	13,4%
	36,0%
	23,9%
	25,4%



	E-mail
	61,3%
	73,3%
	49,4%
	60,1%
	62,4%



	Name
	61,9%
	70,9%
	52,9%
	60,1%
	63,5%



	Surnames
	35,2%
	50,6%
	19,8%
	35,6%
	34,8%



	Age
	48,5%
	65,7%
	31,4%
	48,5%
	48,6%



	Gender
	45,3%
	65,7%
	25,0%
	44,8%
	45,9%



	Telephone number
	17,4%
	32,0%
	2,9%
	17,2%
	17,7%



	National Identity Card
	10,2%
	20,3%
	0,0%
	9,8%
	10,5%



	Address
	10,5%
	18,0%
	2,9%
	11,7%
	9,4%



	I am concerned that others may obtain my personal data.



	Not at all in agreement
	9,0%
	16,3%
	1,7%
	9,8%
	8,3%



	Slightly in agreement
	13,7%
	22,7%
	4,7%
	16,6%
	11,0%



	Fairly in agreement
	22,4%
	34,9%
	9,9%
	17,2%
	27,1%



	Completely in agreement
	54,9%
	26,2%
	83,7%
	56,4%
	53,6%



	I am aware of how others handle my data, for example, how they store it or how they protect it.



	Not at all in agreement
	60,5%
	47,7%
	73,3%
	58,9%
	61,9%



	Slightly in agreement
	24,7%
	32,0%
	17,4%
	26,4%
	23,2%



	Fairly in agreement
	9,9%
	12,8%
	7,0%
	9,8%
	9,9%



	Completely in agreement
	4,9%
	7,6%
	2,3%
	4,9%
	5,0%



	I am aware of the use that others make of my data, whether they use it for commercial purposes or if they sell it to third parties.



	Not at all in agreement
	58,1%
	45,9%
	70,3%
	56,4%
	59,7%



	Slightly in agreement
	23,8%
	30,2%
	17,4%
	23,9%
	23,8%



	Fairly in agreement
	11,0%
	16,3%
	5,8%
	11,0%
	11,0%



	Completely in agreement
	7,0%
	7,6%
	6,4%
	8,6%
	5,5%



	I am concerned and interested in knowing the use that others may make of my personal data.



	Not all in agreement
	9,0%
	15,7%
	2,3%
	9,8%
	8,3%



	Slightly in agreement
	11,6%
	20,3%
	2,9%
	12,9%
	10,5%



	Fairly in agreement
	16,9%
	25,0%
	8,7%
	17,2%
	16,6%



	Completely in agreement
	62,5%
	39,0%
	86,0%
	60,1%
	64,6%





Source: Author's own work.

Table 1.B

Results of the study in the dimension of Privacy and Management of Personal Data on the Internet.












	Response options
	Total
	Age
	Gender



	Millennials
	Generation X
	Man
	Woman





	Regarding the previous question, what concerns you about the privacy of your data?



	Concerns about the privacy of my data include the disclosure of personal aspects.
	54,9%
	56,7%
	53,2%
	54,7%
	55,1%



	That others have access to my data.
	62,4%
	54,3%
	70,2%
	62,9%
	61,9%



	That my data may be stolen for committing crimes.
	81,5%
	81,1%
	81,9%
	84,3%
	79,0%



	That my data may be used to impersonate me.
	57,6%
	65,9%
	49,7%
	58,5%
	56,8%



	Other
	2,1%
	3,0%
	1,2%
	2,5%
	1,7%



	I take actions to control and know the treatment and use of my data.



	No
	40,4%
	50,0%
	30,8%
	36,8%
	43,6%



	Yes
	59,6%
	50,0%
	69,2%
	63,2%
	56,4%



	If you have selected "Yes" in the previous response, please indicate the actions you take:



	Reading privacy policies.
	44,7%
	43,7%
	45,5%
	39,8%
	49,5%



	Deleting personal information.
	52,9%
	43,7%
	59,5%
	55,3%
	50,5%



	Configuring the privacy settings of the profile.
	63,5%
	71,3%
	57,9%
	62,1%
	64,8%



	Disabling location tracking.
	66,3%
	67,8%
	65,3%
	69,9%
	62,9%



	Checking that it is a secure URL.
	67,3%
	62,1%
	71,1%
	73,8%
	61,0%



	Tracking suspicious sources.
	17,8%
	23,0%
	14,0%
	23,3%
	12,4%



	Other
	2,4%
	4,6%
	0,8%
	3,9%
	1,0%



	On some occasions, I have provided false information instead of my real data.



	No
	34,6%
	29,7%
	39,5%
	31,3%
	37,6%



	Yes
	65,4%
	70,3%
	60,5%
	68,7%
	62,4%



	If you have selected "Yes" in the previous response, on what occasions did you provide false information?



	Profile Creation
	61,5%
	74,4%
	46,7%
	57,1%
	65,8%



	For a subscription.
	51,8%
	40,5%
	64,8%
	58,9%
	44,7%



	To obtain discounts or free samples.
	54,9%
	40,5%
	71,4%
	60,7%
	49,1%



	To receive information by email.
	54,9%
	35,5%
	77,1%
	59,8%
	50,0%



	To complete a survey.
	42,9%
	31,4%
	56,2%
	48,2%
	37,7%



	To make online purchases.
	29,6%
	16,5%
	44,8%
	28,6%
	30,7%



	To participate in a raffle/draw.
	16,4%
	19,8%
	12,4%
	19,6%
	13,2%



	Other
	2,2%
	1,7%
	2,9%
	2,7%
	1,8%





Source: Author's own work.

When asked about sharing their data with third parties (Figure 3), whether they are private companies, public administrations, search engines, or social networks (item 2), 14.5% of users are indifferent about providing them, 10.5% had not thought about this issue, 37% of respondents state that they avoid providing them, while 38% express that they share them on certain occasions. In this latter case, an open-ended question allowed us to know the circumstances (item 3). Thus, out of the 95 responses obtained, users indicate that they willingly and confidently share their data on websites of public administrations (29.5%), for online purchases (15.8%), when there is no other alternative to carry out a procedure (13.6%), only in cases where it is a known and reliable platform (11.5%), for creating profiles on social networks or downloading a mobile application (7.4%), for work or academic purposes (6.6%), on bank websites (4.2%), for opening an email account (2.1%), on gaming platforms (2.1%), or for other reasons (7.2%), such as their interest in offers or promotions, participating in contests, subscribing to newsletters, and accessing digital media.

Figure 3

Responses to the item 'Regarding providing my data to third parties'.



Source: Author's own work.

It is evident that users are willing to provide their data in exchange for some form of compensation (item 4) (Figure 4), such as free products (37.8%), samples (32.1%), discount vouchers (35.2%), participation in a raffle/draw (31.7%), or a subscription (29.1%); and to a much lesser extent, other options are mentioned, such as participating in a social advocacy campaign or downloading a mobile application. This result corresponds to the search for utility, benefit, profit, or interest that a product, service, or activity accessed through the internet provides to the user, whether they are a digital native or immigrant, thus satisfying their needs or desires (Hassan-Montero, 2006; Matellanes-Lazo, 2012). However, it is worth noting that nearly 40% indicate that they would not share their data for anything in return.

Figure 4

Responses to the item ‘I would be willing to share my data in exchange for compensation’.



Source: Author's own work.

In these cases, regarding the type of data they would share (item 5), more than half of the users would provide their name (61.9%) or email address (61.3%). Meanwhile, 48.5% would disclose their age, and 45.3% would share their gender. However, these percentages decrease when it comes to sharing their phone number (17.4%), home address (10.5%), or identification document (10.2%).

Regarding their concern about third parties obtaining and managing their data, the sum of affirmative responses confirms that the majority of the sample (77.3%) is quite or very concerned about this premise. This result can be correlated with the fact that more than 85% of the surveyed users claim to be unaware of how others treat their data, i.e., how they store or protect it. Likewise, a high percentage (81.9%) indicates that they do not know how these external agents use their personal information, whether they use it for commercial purposes or sell it to other organizations. In this regard, nearly 80% express being quite or very interested in knowing these uses.

The aspects that most concern users regarding their data on the Internet (item 10) (Figure 5) are data theft (81.5%), whether for fraud or committing crimes in their name; unauthorized access by others (62.4%); their internet browsing revealing private matters (54.9%); and identity theft (57.6%). In the 'Others' option, respondents have indicated concerns about protecting their rights to honor and privacy, information that may harm them professionally, or being bombarded with advertisements.

Considering the available statistics, it is understandable that citizens express their concerns regarding cybercrime. In this regard, a study by Cerezo-Domínguez and García-Cornejo (2020) highlights the increase in this type of crime over the last decade, with the most common being computer fraud and threats and coercion. The authors point out that these cybercrimes will continue to rise due to the digital transformation of both public and private organizations, the increasing population using ICT for communication, the challenges in prosecuting criminals due to issues related to extraterritoriality, and the perception of impunity.

Figure 5

Responses to the item 'Aspects that most concern users regarding the privacy of their data'.



Source: Author's own work.

The Pearson chi-square statistic determines that there are significant differences in the results of items 6, 7, 8, and 9 concerning age. Users of older age (X2 = 116.47, p<0.001) are more concerned about their data being obtained by third parties (item 6) (Generation X, 93.6%; Millennials, 61%), as well as knowing how their data is used (item 9: X2 = 83.59, p<0.001) (Generation X, 95%; Millennials, 64%). On the other hand, Millennials express a higher level of knowledge about the treatment of their data (item 7: X2 = 24.36, p<0.001) and the use that organizations make of their information (item 8: X2 = 23.41, p<0.001).

Despite this evident concern, 40.4% of the sample indicates that they do not take actions to control and understand the treatment and use of their data in cyberspace (item 11). Those who do take measures report the following (item 12) (Figure 6): checking that it is a secure URL (67.3%), deactivating location tracking (66.3%), configuring profile privacy (63.5%), deleting personal information from the internet (52.9%), reading privacy policies (44.7%), and to a lesser extent, tracking suspicious sources before accessing them (17.8%). Additionally, 'Others' include actions such as blocking IP addresses, avoiding apps that demand excessive exposure, using access control systems on their computers, deleting unused services, and avoiding downloading unreliable apps. In this case, there are also significant differences in responses based on the age of the users, with Millennials (X2 = 13.14, p<0.001) being less cautious in protecting their data in cyberspace (50%) compared to subjects from Generation X (69.2%).

Figure 6

Responses to the item 'Actions of users to control the treatment and use of their data in cyberspace'.



Source: Author's own work.

Considering the deliberate use of false information (item 13), more than half of the respondents (65.4%) claim to have provided them on some occasions, with varied intentions (item 14) (Figure 7): creating a profile (61.5%), subscribing to a service (51.8%), obtaining discounts or free samples (54.9%), receiving information about a product or service via email (54.9%), participating in a survey (42.9%), making online purchases (29.6%), and entering a giveaway (16.4%). Additionally, there were 'Other' responses such as "responding to someone," "creating a profile to take online courses," or "registering on sites that I distrust".

Figure 7

Responses to the item 'Occasions when users have provided false information instead of their real data'.



Source:Author's own work.

Regarding the second dimension of the study (Table 2), Knowledge of Big Data, 83.7% of the users state that they are unaware of what it is and how it operates. Also, the majority (73.3%) believes that being a tool that uses data massively does not necessarily mean that it protects them. Only 20.3% of the sample is quite or completely in agreement with having to provide personal data to companies so that they can collect and use them for their own benefit in exchange for accessing certain services and applications. In fact, 76.8% are quite or very concerned that their data may be affected in some way due to a website security incident.

Table 2

Results of the study in the dimension of Knowledge of Big Data.












	Response options
	Total
	Age
	Gender



	Millennials
	Generation X
	Man
	Woman



	I know how Big Data works.



	Not at all in agreement
	59,3%
	47,1%
	71,5%
	56,4%
	61,9%



	Slightly in agreement
	24,4%
	29,7%
	19,2%
	24,5%
	24,3%



	Fairly in agreement
	12,5%
	19,8%
	5,2%
	15,3%
	9,9%



	Completely in agreement
	3,8%
	3,5%
	4,1%
	3,7%
	3,9%



	Do you believe that Big Data, being a tool that uses data massively, protects your data?



	No
	73,3%
	55,8%
	90,7%
	71,2%
	75,1%



	Yes
	26,7%
	44,2%
	9,3%
	28,8%
	24,9%



	Are you agreeable to using services or applications in exchange for companies collecting and using your data?



	Not at all in agreement
	50,6%
	23,8%
	77,3%
	52,1%
	49,2%



	Slightly in agreement
	27,3%
	37,2%
	17,4%
	28,8%
	26,0%



	Fairly in agreement
	13,1%
	22,1%
	4,1%
	11,0%
	14,9%



	Completely in agreement
	9,0%
	16,9%
	1,2%
	8,0%
	9,9%



	Are you okay with big data collecting data about you to show you personalized advertisements in the future?



	Not at all in agreement
	50,6%
	30,8%
	70,3%
	51,5%
	49,7%



	Slightly in agreement
	29,1%
	36,0%
	22,1%
	27,0%
	30,9%



	Fairly in agreement
	12,5%
	18,6%
	6,4%
	13,5%
	11,6%



	Completely in agreement
	7,8%
	14,5%
	1,2%
	8,0%
	7,7%



	What do you think about your personal data being in the hands of others?



	It is a threat to my privacy.
	61,0%
	36,0%
	86,0%
	60,7%
	61,3%



	It is a mutual benefit for the user and the company.
	28,2%
	45,3%
	11,0%
	27,6%
	28,7%



	An opportunity to receive information related to my interests.
	8,7%
	15,7%
	1,7%
	8,6%
	8,8%



	Other
	2,0%
	2,9%
	1,2%
	3,1%
	1,1%



	Do you worry about your data being affected in a security incident when being processed by big data?



	Not at all in agreement
	6,4%
	8,7%
	4,1%
	5,5%
	7,2%



	Slightly in agreement
	16,9%
	25,6%
	8,1%
	18,4%
	15,5%



	Fairly in agreement
	23,3%
	40,1%
	6,4%
	20,2%
	26,0%



	Completely in agreement
	53,5%
	25,6%
	81,4%
	55,8%
	51,4%





Source: Author's own work.

Regarding the fact that data is in the hands of other organizations, 61% of the surveyed users believe it is a threat to their privacy. Nearly 80% do not approve of continuously collecting information about their online activities to provide personalized promotional messages based on their specific interests. Despite this, 37% consider that big data can be seen as an opportunity in the sense that payments or internet searches result in more personalized contextual advertising. The open-ended response option has allowed adding the following contributions to the previous ones: "sometimes Instagram ads are interesting, but it's scary how much they control us," "I don't care because I mean nothing to these companies," "I don't see a problem with companies knowing which products I like," or "my proposal would be to omit personal data and be able to identify ourselves on the internet through a code."

Regarding the study of variable dependency, significant discrepancies have been detected according to age in almost all questions in this thematic block. Generation X users (X2 = 27.11, p<0.001) are the ones who are least familiar with the meaning of big data (item 15), as only 9.3% understand this concept compared to 23.3% of younger individuals or Millennials. Generation X subjects are also the ones who are least in agreement with the advantages and opportunities that big data offers in terms of protecting personal data (item 16: X2 = 53.41, p<0.001), allowing access to services (item 17: X2 = 105.81, p<0.001), or providing personalized content (item 18: X2 = 62.18, p<0.001); and they are the most concerned about incidents in internet security where their personal data may be involved or compromised (item 20: X2 = 110.56, p<0.001). This concern is expressed by 87.8% of them compared to 65.7% of Millennials.



DISCUSSION AND CONCLUSIONS

In the face of the increasing and more frequent collection of personal data by organizations, online privacy has become an urgent concern for citizens, requiring investigation by academic institutions (Schomakers et al., 2019). This has been precisely the intention of our work, and the results show that the main objective of exploring users' opinions and behavior regarding the treatment and use of their data by third parties, as well as the advantages and risks associated with these processes and their relationship with the phenomenon of big data, has been fulfilled.

The majority of citizens, almost 84%, are unaware of what data intelligence is and how it works. In general, they feel unprotected and do not agree with having to provide so much information to access internet services and applications, considering it a threat to their privacy. However, nearly 40% view big data as an advantage in terms of receiving more personalized content according to their interests, although in practice, this personalization is not clearly perceived, as determined by the research of Martín-Herrera and Guerrero-Solana (2019).

Despite the concerns identified, a significant portion of the sample, especially younger individuals, state that they do not take specific actions to control access to their data by third parties. These results, which align with the findings of Tabassum et al. (2019), support the first hypothesis of the study, affirming that there is a prevailing lack of knowledge, and users do not approach the sharing of their data in cyberspace with enough caution. In fact, a study by Sánchez-Holgado et al. (2022) observes that a high percentage of Spanish citizens believe they receive little or very little information about data science, even though the trust they declare in this information is high.

Another objective of the research was to determine how gender and age influence users' perceptions regarding the study subject. In this regard, the analysis of dependence using the non-parametric Pearson's chi-square test allows us to reject the second hypothesis and confirm the third one, as significant differences have only been observed in the results concerning the personal variable of age, which shows a statistically significant relationship with most of the questionnaire's questions. On the other hand, gender does not cause any discrepancies in any of the proposed questions. Illustratively, it is worth noting that older subjects, belonging to the so-called Generation X, are more hesitant and concerned about processes or procedures involving the sharing of personal data on the internet. In contrast, younger individuals or Millennials, aged between 19 and 39 years, demonstrate greater knowledge about the functioning of big data, perceiving fewer risks in managing this information, and recognizing more advantages, such as access to personalized services and content.

Regarding this generation gap, which has been detected in studies analyzing the attitudes and behaviors of different user generations on the internet, there is a certain technological determinism prevailing in a discourse that defends the idea that young people who have been born into a digital world have radically different behaviors (Matellanes-Lazo, 2012, p. 18). However, beyond the skills in handling devices and electronic tools, other aspects such as the education received or current social imperatives must also be taken into account to explain these differences.

Regarding the implications of the study, this diagnosis can be taken into account for designing educational campaigns targeted at users in general or specific groups, such as educators (Correa-Gorospe et al., 2021). Through digital literacy programs, users can learn to manage their data correctly and securely, and become aware of the risks associated with poor practices in an "era of growing datafication, platforms, algorithmic decision-making, and digital transformation" (Reilly et al., 2022, p. 85), where "numerical evaluations and the volume of comments are a form of informational social influence" (Gavilán-Bouzas et al., 2018, p. 89).

Similarly, the results can be useful for legislators and web developers, enabling them to address the identified issues from their respective fields, as data protection on the internet remains one of the challenges of the digital society. Ideally, data mining techniques for preserving privacy should extract data without compromising the security of people's confidential information, particularly at the level of record (Binjubeir et al., 2019). Additionally, "minimum standards of information and freedom necessary for individuals to control the use of data collected through tracking technologies" should be met (González-Guerrero, 2019, p. 209).

Finally, it should be noted that the development of this work has inspired new research directions. These may include repeating the study to understand how attitudes of citizens change over time and with technological advancements, working with a larger sample, as obtaining a greater number of questionnaires during the fieldwork would have been desirable, or comparing the results with those from other countries to identify common patterns and understand how cultural impact influences users' perceptions and behaviors.
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